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Purpose Recommendations
The purpose of this audit was to evaluate the adequacy of the internal 1. Procedures should be putin
control environment related to purchasing, and related areas, and to place to ensure proper user
determine that purchases were being made in accordance with the department approval is
governing policies and procedures and good business practices. obtained for all contracts.

2. Vendor selection and
Highlights approval to waive the
We conclude that, other than the Information Systems related control competitive bidding process

. . . should be documented.
environment noted below, the internal control environment was adequate

and purchases were made in accordance with governing policies and 3. Although balances are not
significant to disbursement

procedures and good business practices.
dollars, Accounts Payable

Our audit period covered the ten months ended October 31, 2010. During should strengthen
this period Memorial’s Materials Management Department processed 285 procedures for follow up on
contracts valued at approximately $15.5 million and 33,010 purchase orders outstanding credit memos.

with a value of approximately $81.4 million. .
4. The warehouse location at

The focus of our audit was to evaluate whether Materials Management was Memorial Central Hospital
acquiring goods and services and inventorying supplies in accordance with should be organized and
policy and good business practices while adequately safeguarding resources. regularly counted.

This included a review of relevant policies and procedures, as well as testing

of key controls. 5. Create a report noting

when a person approves

We also performed transaction testing on a limited basis. We believe our their own request as well as
recommendations will improve the internal controls over Memorial’s a report of requestors who
purchasing and inventory processes. are also approvers.

See the findings and
recommendations section of
this report for more details.

The Office of the City Auditor also performed a separate review of Memorial
Health System Cash Disbursements covering the first seven months of 2010.
That review identified internal control concerns related to the information
systems control environment (see audit report 11-20 Memorial Health

System Cash Disbursements

Management Response
Management was in agreement with our audit comments. The complete
responses can be found in the body of the detailed report.
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(Highlights continued from page 1)

Audit). As the same systems and information systems processes
were in place for both the Cash Disbursement and Procurement
functions, the same concerns existed. Please refer to Observation
3 of that report for details regarding our recommendations and
Memorial’s response.

We noted improvements made by Materials Management since the
last audit performed in this area. Materials Management was able
to negotiate more favorable pricing for certain implant items, which
resulted in a significant price savings. We commend this effort.

City Council’s Office of the City Auditor
City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA




OFFICE OF THE CITY AUDITOR
PUBLIC REPORT

Date: November 17, 2011

To: Members of City Council
Members of Memorial Health System’s Audit Committee
Members of Memorial Health System’s Board of Trustees

Re: 11-21 Memorial Health System Purchasing Audit

We performed an audit of the Memorial Health System (MHS) purchasing process. The audit period covered
the ten months ended October 31, 2010.

The purpose of this audit was to evaluate whether Materials Management was acquiring goods and
services and inventorying supplies in compliance with policy and procedures and good business
practices, while adequately safeguarding resources. The audit also evaluated whether MHS, as an
entity, was abiding by their internal policies and procedures established for those processes.

Our separate audit of Cash Disbursements (11-20) noted weaknesses in the Information Systems control
environment which were also applicable during our audit period. Improvement in the Information
Systems control environment was made subsequent to our audit period. With the exception of these
items, we concluded that overall, assets were adequately safeguarded, and the policies and procedures
established for procurement and safeguarding of resources were being followed. However, during the
course of our audit, we identified areas where we believe internal controls could be strengthened and
processes could be improved. These are listed on the pages that follow.

As always, feel free to contact me if you have any questions.

Sincerely,

=

Denny Nester,

City Auditor
MBA, CPA, CIA, CGFM, CFE, CGAP

Cc: Dr. Larry McEvoy Il, Chief Executive Officer
Mike Scialdone, Chief Financial Officer
Tracy Narvet, Controller
Tom Smith, Materials Management Director
John Wyckoff, Compliance Officer
Dr. Jonathan Velez, Chief Medical Information Officer, Chief Information Officer
Marilyn Goodloe, Director, Information Systems
Chris Mitchell, Director Support Operations
Bill Mohon, Vice President, Support and Professional Services

City Council’s Office of the City Auditor
City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA
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Memorial Health System Purchasing Audit
Office of the City Auditor

REPORT DETAILS

PURPOSE AND SCOPE

The purpose of our audit was to evaluate whether Materials Management was acquiring goods and
services and inventorying supplies in compliance with policy and procedures and good business
practices, while adequately safeguarding resources. We also evaluated whether Memorial Health
Systems, as an entity, was abiding by their internal policies and procedures established for those
processes. The audit period covered the ten months ending October 31, 2010.

The scope of our audit included the purchasing process, inventory process, some aspects of the payment
process, system access to Materials Management and related financial data. A separate review of the
Cash Disbursements process was also conducted for the first seven months of 2010 by the Office of the
City Auditor.

BACKGROUND

The City Auditor has established a practice of methodically auditing all major systems on a rotating
basis. The purpose of these system audits is to evaluate the internal controls used to ensure reliability
of financial information. The purchasing and inventory functions of Materials Management and
Operations are included in the major systems and functions audited. The last audit in these areas was
issued March 12, 2009 and covered the 12 months ended December 31, 2007.

Memorial Health System (Memorial) was a member of the Novation/VHA Group Purchasing
Organization (GPO) which negotiates pricing contracts with vendors and suppliers on behalf of its
members. A significant percentage of goods and services for the Health System were procured under
this contract. Memorial was not required to purchase all supplies under this contract, and could
negotiate separately with vendors.

Generally, competitive bids were required by Memorial policy for single items over $100,000.
Competitive bids were not required in instances where equipment was standardized, a clinical
preference existed, or the item was available from a Novation supplier under the GPO contract. As such,
competitive bids were not required for Memorial in the majority of purchasing decisions, with the
exception of construction projects.

Receiving and Inventory functions were performed by Distribution and Receiving personnel. During
2010, Receiving personnel reported to the Materials Management Director. This group now reports to
the Operations Director. This department was responsible for receiving goods at the Central
Warehouse, performing cycle counts of inventory, and inventory and restocking of supply rooms in
clinical areas.

The Central Distribution inventory balance on December 31, 2010 was approximately $563,430. An
additional $878,397 was held in the clinical patient areas and restocked from Central Inventory.
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Memorial Health System Purchasing Audit
Office of the City Auditor

Our separate audit of Memorial Cash Disbursements noted concerns related to user access utilized by
the Information Systems Department (see Observation 3 of Report 11-20). As the same systems and
information systems processes were in place for both the Cash Disbursement and Procurement
functions, the same concerns existed. These weaknesses in the information systems control
environment during our audit period could have allowed Information Systems users to add or delete
information in the application while removing evidence in the underlying data tables. Subsequent to
our audits of Cash Disbursements and Procurement, Memorial Information Systems corrected this
control weakness.

Also identified in the Memorial Cash Disbursements audit were concerns with generic system accounts
and system accesses in place for consultants. Please refer to audit report 11-20, Memorial Cash
Disbursements, for details related to our recommendations and Memorial responses.

COMMENDABLE PRACTICES

We noted improvements made by Materials Management and other supporting departments since the
last audit performed in this area. Improvements included the following:

e Materials Management was able to negotiate more favorable pricing for certain implant items,
which resulted in a significant price savings.

e Materials Management began requiring vendors to register with a vendor tracking software
package. This improvement provided greater assurance that only qualified vendors have
physical access to Memorial.

e Information Services created a Compliance Liaison position to help ensure workplace and
regulatory compliance.

CONCLUSION

Weaknesses in the Information Systems environment noted in the separate audit of Cash Disbursements
were also applicable to this audit. These weaknesses related to user access utilized by the Information
Systems Department, generic system accounts, and system accesses in place for consultants. User
access utilized by the Information Systems environment was corrected after our audit period, but prior
to the issuance of this report. With the exception of those items, we concluded that overall, assets were
adequately safeguarded, and the policies and procedures established for procurement and safeguarding
of resources were being followed.

Page 2



Memorial Health System Purchasing Audit
Office of the City Auditor

OBSERVATIONS, RECOMMENDATIONS AND RESPONSES

OBSERVATION 1 — CONTRACT APPROVAL WAS NOT OBTAINED FROM THE USER
DEPARTMENT.

During the period under review, Memorial did not have a formal policy in place that stated which level
of management was required to approve contracts on behalf of the user department, although the
practice was that approval from the Vice President of the user department was required for all
contracts. Additionally, the Memorial Chief Financial Officer approves all contracts.

One contract in our test did not include approval by the Memorial Chief Financial Officer. Two of the
thirteen contracts in our test did not include approval by the user department Vice President, but were
approved only by user department managers. One of those two contracts was approved by the same
manager who requested the item or service. ~While user department officer approval was not required
by policy in place at the time of our review, this is a good business practice.

Subsequent to the completion of our fieldwork, we noted that Memorial had implemented a policy
titled “Contracts Signature Authority and Review.” The policy states “A contract may be initiated by a
Director or above. Initiated contacts must be approved by a Vice President or Officer with supervisory
responsibility over the matter or department that is initiating the contract.”

AUDITOR’S RECOMMENDATION

We recommend that Memorial Materials Management implement procedures to strengthen controls
over the contract approval process. These procedures should include:

e The appropriate Contracts Manager should review all contracts written to ensure all policies and
procedures were followed, including approval by the user department Vice President.

e Materials Management should consider implementing a quality assurance process that would
include verification that proper authorization was obtained prior to contract issuance. This
process could take the form of a quality review of a sample of contracts by another Contracts
Manager. Alternatively, an administrative employee could verify user approvals on all contracts.

e Consider enhancement to the contracts database functionality to facilitate routing of the
contract to the user department Vice President and to the other Contract Manager for quality
assurance review.

MEMORIAL’S RESPONSE

Materials Management agrees with this recommendation. As noted in the finding MHS has
implemented a new Signature Authority policy as of February 2011. This policy outlines signature
authority and at what levels said authority is authorized to commit funds on behalf of MHS. In addition
this policy outlines the process for a contract to be initiated, negotiated and approved prior to being
fully executed with the vendor.

Page 3



Memorial Health System Purchasing Audit
Office of the City Auditor

OBSERVATION 2 — REASON FOR VENDOR SELECTION, AND APPROVAL TO WAIVE THE
COMPETITIVE BIDDING PROCESS, WAS NOT DOCUMENTED.

Purchasing Policy did not require bids when sole source procurement was justified or when a single item
purchased was over $100,000. Reasons for waiver of competition, known as sole source justifications,
included cases in which equipment was standardized, clinical preference, or if the item or service was
available from a Novation supplier. Memorial policy required that these sole source justifications were
to be approved by the Materials Management Director.

During our review of contracts and purchase orders we found vendor selection justification or decision
criteria was not documented for purchase orders within the purchasing system or for contracts within
the contracts database. We had to solicit assistance from Materials Management in order to
understand why vendors were selected. This lack of documentation was also a finding in our previous
audit. Although there are a number of reasons provided in policy that allow use of a sole source vendor,
for the items in our test, the reason was related to existing equipment or software that required
Memorial to purchase a maintenance agreement or a certain number of products from the vendor.

We noted reason for selection or the Materials Management Directors’ approval for waiver of
competition was not included in Materials Management files for the following:

e Five contracts with a dollar value over $100,000.
e Two purchase orders for single items over $100,000 each.

AUDITOR’S RECOMMENDATION

We recommend that Memorial implement processes that require Materials Management to document
vendor selection in compliance with procurement policies. These procedures should include:

e Adding a comment in the comment section of the contracts database or purchasing system, as
appropriate, noting why a vendor was selected.

e Requiring a sole source justification form to be completed and submitted for single items or
services over $100,000 to be reviewed and approved by Materials Management and retained in
the contacts database and in the purchasing database or files.

MEMORIAL’S RESPONSE

Materials Management agrees with this recommendation. It should be noted that appropriate due
diligence is completed with respect to vendor selection. Memorial agrees that documentation
processes can be strengthened. Materials Management will work with Information Systems to develop
a required field section of the contract database that must be answered before a contract can be
entered. This will take the form of a drop down box with predetermined reason codes on vendor
selection and can be used in addition to the text box already available in the contract database.
Materials Management does not accept the recommendation of a “Sole Source Justification Form” to be
filled out and scanned into the system. Instead Materials Management recommends continued use of
accepting written justification from department directors or VP’s outlining the rationale for sole source
awarding and will continue scanning these into the contract database.
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OBSERVATION 3 — ACCOUNTS PAYABLE HAD NOT FOLLOWED UP ON OUTSTANDING CREDIT
MEMOS.

During the period under audit, an outstanding credit memo report was created. However, we found
that follow-up was not routinely performed on outstanding credit memos. At October 31, 2010 the
total amount outstanding was $53,379, of which $24,957 was over sixty days outstanding. The report is
distributed to Materials Management and Accounts Payable on a monthly basis. Materials Management
reviews the report to ensure all credit memos are on the report and Accounts Payable reviews the
report when a credit memo is received to ensure it is accurate.

The amount in outstanding credit memos was not significant as a percentage of disbursements made by
Memorial Accounts Payable, which may exceed several million dollars per week. However, we noted
that neither department contacts the vendors regarding credit memos that have been outstanding for a
period of time.

AUDITOR’S RECOMMENDATION

We recommend that Memorial strengthen procedures for Accounts Payable to follow-up with vendors
regarding all outstanding credit memos. These procedures should include:

e Accounts Payable should follow-up with and contact vendors who have an outstanding credit
memo, in an amount over a certain dollar threshold as determined by Memorial, on a monthly
basis.

e Memorial Accounting should put in place a process that allows Accounts Payable to apply the
credit memo to a future invoice if the credit memo is outstanding for several months and
Accounts Payable has attempted to contact the vendor.

MEMORIAL HEALTH SYSTEM RESPONSE

Memorial agrees with the recommendation. We have a process to follow up on vendor credits /
refunds. It should be noted that the outstanding items mentioned in the finding represents a small
portion of the $3.5 to $4.0 million in invoices that accounts payable processes per week. Procedures
have been strengthened to ensure that all applicable credits / refunds are worked in a timely manner.
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OBSERVATION 4 — THE MEMORIAL CENTRAL HOSPITAL WAREHOUSE INVENTORY LOCATION
HAD NOT BEEN COUNTED.

An inventory of frequently used goods and supplies was maintained by Operations warehouse personnel
at the Memorial Central Hospital campus. Each Hospital unit also had a supply room that was
inventoried and restocked at least several times weekly. The purpose of the warehouse ‘Stat
Storeroom’ was to stock frequently used supplies in the event they are needed and not feasible to
obtain a delivery from the main warehouse, which is not located at the Memorial Central Hospital
campus.

We noted in our inventory observation tests that this storeroom was not well-organized and had not
been counted recently. While the dollar value of goods was approximately $45,000 and not significant
to Memorial inventory balances, supplies might not be able to be located if needed.

AUDITOR’S RECOMMENDATION

We recommend that the warehouse Stat Storeroom inventory location be organized and counted on a
regular basis to ensure supplies are available when needed by the Central Hospital.

MEMORIAL HEALTH SYSTEM RESPONSE

Memorial agrees with this recommendation. The change over in the management of this inventory
area, to include layout and items maintained, resulted in the area being in a position of flux during this
audit. Management of this room has since been transferred to the operations area and issues outlined
above addressed as of July 2011. A more organized and monitored inventory area has been
implemented.
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OBSERVATION 5 —A REQUESTOR WAS SET UP AS REQUISITION APPROVER.

Materials Management Policy 5.02 states “No person will be set-up as both a Requestor and an
Approver.” We noted that one employee was set up as both a requestor and an approver which could
have allowed the employee to approve their own requisition for goods or services. The employee was
an Information Systems Department employee and was set up as both to request and approve
requisitions in order to troubleshoot issues.

Materials Management inputs all requestors and Information Services processes the approver request.
We noted that Materials Management received a monthly report that identifies employees who had
approver access, which was reviewed before processing requestor set-ups. Fewer instances of
conflicting accesses were noted in this review than in our prior audit.

AUDITOR’S RECOMMENDATION

We recommend that either the requestor or the approver abilities be removed from this employee. If
there are instances where both requestor and approver abilities are needed then a report should be
created that notifies Materials Management and user department management when an individual
creates and approves their own requisition.

Materials Management should review the monthly approver list and compare it to the requestor list to
ensure no additional employees have been granted both accesses during the month. Materials
Management should ensure timely correction of these conflicting accesses.

MEMORIAL HEALTH SYSTEM RESPONSE

Memorial agrees with this recommendation. Information Systems will create two new process flow
reports to facilitate the proper review and monitoring of applicable access. The reports will:

e Identify if user has both approver and requestor access.
e Identify if any employee requested and approved the same order.

These 2 new process flow reports will be completed by 7/29/11 and a process established for their
review and monitoring.
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CitTy CouNciIL’s OFFICE OF THE CITY AUDITOR

COLORADO SPRINGS, COLORADO

About our Office

The mission of the Office of the City Auditor is to provide City Council with an independent,
objective and comprehensive auditing program for operations of the City. Our auditing
program includes:

e Evaluating the adequacy of financial controls, records and operations
e Evaluating the effectiveness and efficiency of organizational operations

e Providing Council, management and employees objective analysis, appraisals, and
recommendations for improving systems and activities

The Office of the City Auditor is responsible for auditing the systems used by the City of
Colorado Springs and its enterprises, including Colorado Springs Utilities, Memorial Health
System, and Colorado Springs Airport. We perform a variety of audits for these entities,
including financial audits, performance audits, contract audits, construction audits, and
information system audits. We also perform follow-up on a periodic basis to monitor and
ensure management actions have been effectively implemented.

Authorization and Organizational Placement

Our audits are conducted under the authority of Chapter 1, Article 2, Part 7 of the Colorado
Springs City Code, and more specifically parts 703, 705 and 706 of the Code. The Office of the
City Auditor is structured in @ manner to provide organizational independence from the
entities it audits. This independence is accomplished by the City Auditor being appointed by
and reporting directly to the City Council.

Audit Standards

This audit was conducted in accordance with the International Standards for the Professional
Practice of Internal Auditing, a part of the Professional Practices Framework promulgated by
the Institute of Internal Auditors. The audit included interviews with appropriate personnel
and included such tests of records and other supporting documentation as deemed necessary
in the circumstances. We reviewed the internal control structure and compliance tests were
performed. Sufficient competent evidential matter was gathered to support our conclusions.

City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA
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